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AgendaAgenda

� Introductions
� Computer Forensics Background & 

Overview
� Applications
� Evidence
� Methodology & Tools
� Deliverables & Key Points
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Company ProfileCompany Profile

FDR Forensic Data Recovery Inc.
– Privately Owned Canadian Company
– Corporate Headquarters & 

Secure Lab Located in Victoria
– Canadian representatives of EnCase Software
– Providing forensic computing products, 

services and training to clients nation wide.
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Francis GrafFrancis Graf

� CEO of Forensic Data Recovery Inc. 
� BSc & MA in Psychology from U. of Vic.
� Forensic Computer Specialist
� International Computer Forensics Training
� Former Police Officer 
� Forensic crime scene experience
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Forensic ComputingForensic Computing

The preservation, recovery and analysis of 
information stored on computers
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Forensic ComputingForensic Computing

Bill Gates and Microsoft asked: 
“Where do you want to go today?”

The Forensic Computer Specialist asks: 
“Where have you been lately?”
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ApplicationsApplications
� Computer Misuse in the Workplace
� Wrongful Dismissal
� Fraud
� Harassment
� Family Law
� Theft of Trade Secrets
� Criminal Investigations
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BackgroundBackground

� Historically –
Information (data) 
created and stored 
manually

� Today – Data 
created and stored 
electronically
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Computer EvidenceComputer Evidence

� Created without the 
knowledge of the 
user

� Hidden from view 
� Recoverable only 

with forensic 
software tools and 
techniques
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ToolsTools

� Computer forensics uses 
sophisticated technology, 
tools and procedures

� Accepted as forensically 
correct by the courts – do 
not alter the evidence

� Require specialized 
training to be used in the 
context of an investigation



11

EnCase EnCase -- ForensicForensic

� Court validated acquisition, preservation 
and authentication of computer evidence

� Recovery of all available data
� Integration of all of the necessary tools and 

functions to streamline the investigative 
process
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EnCase EnCase -- EnterpriseEnterprise

� Incident Response: On-demand response to 
internal and external incidents that provides 
accurate incident identification and analysis to 
ensure optimal corrective action

� Information Auditing: Comprehensive auditing of 
information and digital assets to ensure asset 
integrity and identify potential liabilities such as 
fraud, policy violations and hostile software and 
utilities

� Forensic Discovery & Analysis
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EnCase EnCase -- EnterpriseEnterprise

� Immediate Preview, Analysis, Documentation and 
Forensic Imaging over Local and Wide Area Networks 
(LAN/WAN

� Secure, three tier architecture
� SAFE Server – physically and logically secured server that 

authenticates all users and controls all access to the 
network nodes

� EnCaseNET Enterprise Client – Analysis leveraging the 
power of the EnCase suite of tools

� Node Servlets– provide bit level access to workstations
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The EvidenceThe Evidence

� Deleted files 
� File signatures

� Browser activity
� E-Mail activity
� Time line view of file 

activity
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EE--Mail CorrespondenceMail Correspondence
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Timeline AnalysisTimeline Analysis
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ReportingReporting
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ReportingReporting
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Password RecoveryPassword Recovery
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SteganographySteganography

� Data hiding
� Watermarking for 

copyright protection
� Not encryption
� Hiding secrets in plain 

view
� Steganalysis–

detecting 
steganography
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DeliverablesDeliverables

� Consultation
� Analysis

� Expertise
� Reporting
� Archived Data

� Expert Testimony
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Rules of EngagementRules of Engagement
� Ensure FDR is not already engaged in the 

file
� Establish areas of interest and budgets
� Execute NDA and contract
� Begin assignment (24/7)
� Review deliverables
� Ongoing consultation and investigation
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Key PointsKey Points

� Computer evidence is volatile 
� Appropriate acquisition, verification and 

analysis reduces risk
� Forensically correct methodology, tools and 

expertise are essential – deal with 
professionals
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Questions?Questions?


